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	Section 1…Required Information (to be complete by Referring Physician):

	Guest Type: [image: image2.wmf]

 Outside Referring Physician Group

Name  Last:      __________________First:      ______________Middle:      ________  Suffix:      ____

Home Address:      _____________________________City:      _________State:      ___Zip:      _____
Date of Birth (MM/DD/YYYY)       ____/     ____/     ____SSN     _____-     ____-     ______


	Job Title:      ________________________________
Practice Name:      ___________________________
Practice Street Address:      ____________________
Practice City:      ____________________________

Practice State, Zip:      ________________________

	Office Phone Number: (_     _)     ____________
Facsimile Number:  (_     _)     _______________
Email Address:      __________________________


	Referring Physician Password Reset Profile:

Please provide the following unique data.  This information will only be used to facilitate verification of your identity when contacting the HMC Technical Support Center via telephone (i.e. to reissue your user id or reset your Connected password).  We will be unable to reset passwords over the phone unless this information is provided.  


(Mother’s Maiden Name) :      __________________________  

(Guest’s City of Birth):      __________________________



	Section 2…Required Information (to be Completed by the HMC/COM Guest Access Data Custodian/Sponsor)

	Connected System Position: PC Outreach Provider

Provider Group Name (Practice Site Name):       _____________________________________
Next Review Date: (maximum six months from date of authorization)       ________________



	See page two for Guests Access User Agreement and Authorization


	Section 3…Guests (Non-HMC/COM workforce members) User Agreement/Authorization 

	By signing this document I represent that:

1. I understand that Federal and state laws (i.e. HIPAA and the Commonwealth of Pennsylvania data security breach notification bill) 
regulate the acquisition and access of protected health information and other personally identifiable information, and the use of computer facilities, electronically encoded data and computer software. 

2. I agree to limit my access and use of my HMC/COM Guest Access Account to minimal necessary use to accomplish authorized work in support of the missions of the Hershey Medical Center.

3. I have previously completed a Privacy and Information Security Awareness and Education program sponsored by my agency, corporation, university and/or employer; or completed the HMC/COM Information Privacy and Information Security Awareness and Education Program. 

4. Where I demonstrate a need to know and right to know, and I am granted access to the HMC’s Confidential Business Information (e.g. Student Data, Employee data, etc.) or Protected Health Information (hard copy or electronic medical records), I will take prudent and responsible measures to safeguard the information from unauthorized acquisition and access.

5. To comply with HIPAA and the Commonwealth of Pennsylvania data security breach notification bill, S.B. 712, I agree to provide HMC/COM timely notice of known or foreseeable unauthorized acquisition and access of individuals’ protected information (i.e. a loss or breach of data entrusted to me or my employer).

6. Where I am authorized to create, review, update, store, transmit or exchange HMC/COM Protected Health Information, I will implement good information security controls to safeguard the confidentiality, integrity and availability of the data as specified under the United States Health and Human Services HIPAA Privacy and Security rule.   

7. I will report issues and concerns in a timely fashion to my HMC/COM Guest Access Sponsor or in their absence to the 24 hours IT Technical Support Center at 717-531-6281. 

8. I understand that the HMC/COM maintains electronic access logs for company owned and managed electronic information systems and networks; and that representatives of the HMC/COM routinely monitor and review these logs to safeguard the confidentiality, integrity and availability of mission critical systems. 

9. I have access to, read, understand and agree to abide by the HMC/COM Guest Access System Users Responsibilities outlined in Appendix A (attached); and my sponsor has made the detailed HMC/COM Guest Access Policy and Procedure available to me. 

10. I understand that my USERID and password are to be used solely by me in connection with my authorized access.  I agree to choose a difficult to guess password. I understand that I am required to sign off from the computer when I have completed authorized access, or when I physically leave the workstation, and that any access under my USERID and password by another person is my responsibility.  



	Applicant’s Signature: 
	
	             Date:  
	     

	Note:  As the authorizing party for this applicant, and reflected by my signature below, I have verified that this applicant requires the requested system access/classification to perform daily business responsibilities.

	                                     Authorized Printed Name: 
	                                                                                                          

	Date:
	     

	Authorized Signature:
	
	         Extension:
	     


	HMC Authorized Printed Name: 
	                                                                                                              

	Date:
	     

	HMC Authorized Signature:
	
	Extension:
	     


Appendix A

System Users Responsibilities:  As defined in the PSU Glossary of Computer Data and System Terminology, ADG01) - are responsible for:

a. Understanding, agreeing to and complying with all security policies governing University Computer and Network Resources and with all federal, state and local laws, including laws applicable to the use of computer facilities, electronically encoded data and computer software.

b. Safeguarding passwords and/or other sensitive access control information related to their own accounts or network access. Such information must not be transmitted to, shared with, or divulged to others. Similarly, system users must recognize the sensitivity of all other passwords and computer or network access information in any form, and must not use, copy, transmit, share or divulge such information, nor convert the same from encrypted or enciphered form to unencrypted form or legible text. Any attempt to conduct such actions by a system user is a violation of this policy.

c. Taking reasonable precautions, including personal password maintenance and file protection measures, to prevent unauthorized use of their accounts, programs or data by others.

d. Ensuring accounts or computer and network access privileges are restricted to their own use only. System users must not share their accounts, nor grant accounts to others nor otherwise extend their own authorized computer and network access privileges to others. System users must not implant, execute or use software that allows them unauthorized remote control of Computer and Network Resources, or of accounts belonging to others.

e. Ensuring the secure configuration and operation of Internet services (e.g., WWW) they may establish on machines connected to University Computer and Network Resources. Also, system users are solely responsible for ensuring the content of files, programs or services that they operate, maintain, store or disseminate using University Computer and Network Resources (to include personally-owned computers connected to such resources) are compliant with both law and University Policy. Note: servers are not allowed on campus residence hall networks except on the basis of a written request of a faculty member for a specific academic purpose and the explicit concurrence of the Vice Provost for Information Technology or designee.

f. Using accounts or network access only for the purposes for which they were authorized and only for University-related activities. Use of accounts or network access to conduct a commercial enterprise, or to promote or advertise a commercial enterprise is prohibited. Transmitting or making accessible offensive, obscene or harassing materials, and transmitting or making accessible chain letters, etc., are prohibited. Unauthorized mass electronic mailings and newsposts are prohibited. Conducting or attempting to conduct security experiments or security scans involving or using University Computer and Network Resources without the specific authorization of the Security Operations and Services Director is prohibited. The intentional or negligent deletion or alteration of information or data of others, intentional or negligent misuse of system resources, intentionally or negligently introducing or spreading computer viruses, and permitting misuse of system resources by others are prohibited.

g. Representing themselves truthfully in all forms of electronic communication. System users must not misrepresent themselves as others in electronic communications. Similarly, system users must not cause a system to assume the network identity or source address of another Computer or Network Resource for purposes of masquerading as that resource. System users must not register Computer and Network Resources that have Internet addresses within the Penn State Internet domain under any non-Penn State domain name. System users must not provide Domain Name Service for any non-Penn State Computer and Network Resource.

h. Respecting the privacy of electronic communication. System users must not obtain nor attempt to obtain any electronic communication or information not intended for them. In particular, system users must not attempt to intercept or inspect information (e.g., packets) en route through University Computer and Network Resources, nor use University Computer and Network Resources to attempt to intercept or inspect information en route through networks elsewhere. Similarly, system users must not implant, execute or use software that captures passwords or other information while the data are being entered at the keyboard or other data entry device.

i. Respecting the physical hardware and network configuration of University-owned networks. System users must not extend the physical network on which their system resides (e.g., wiring, jacks, wireless connection).

j. Treating non-University Computer and Network Resources in accordance with this policy. University Computer and Network Resources must not be used to attempt to breach the security or security policy of other sites (either willfully or negligently). An action or attempted action affecting non-University Computer and Network Resources that would violate this policy if performed on Penn State Computer and Network Resources is prohibited. 
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